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	QUESTION 11

IPsec SAs can be applied as a security mechanism for which three options? (Choose three.)

A.    Send

B.    Mobile IPv6

C.    site-to-site virtual interfaces

D.    OSPFv3

E.    CAPWAP

F.    LWAPP

Answer: BCD

QUESTION 12

Which four options are valid EAP mechanisms to be used with WPA2? (Choose four.)

A.    PEAP

B.    EAP-TLS

C.    EAP-FAST

D.    EAP-TTLS

E.    EAPOL

F.    EAP-RADIUS

G.    EAP-MD5

Answer: ABCD

QUESTION 13

According to OWASP guidelines, what is the recommended method to prevent cross-site request forgery?

A.    Allow only POST requests.

B.    Mark all cookies as HTTP only.

C.    Use per-session challenge tokens in links within your web application.

D.    Always use the "secure" attribute for cookies.

E.    Require strong passwords.

Answer: C

QUESTION 14

Which option is used to collect wireless traffic passively, for the purposes of eavesdropping or information gathering?

A.    network taps

B.    repeater Access Points

C.    wireless sniffers

D.    intrusion prevention systems

Answer: C
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QUESTION 15

Which traffic class is defined for non-business-relevant applications and receives any bandwidth that remains after QoS policies

have been applied?

A.    scavenger class

B.    best effort

C.    discard eligible

D.    priority queued

Answer: A

QUESTION 16

In the context of a botnet, what is true regarding a command and control server?

A.    It can launch an attack using IRC or Twitter.

B.    It is another name for a zombie.

C.    It is used to generate a worm.

D.    It sends the command to the botnets via adware.

Answer: A

QUESTION 17

Which option is used for anti-replay prevention in a Cisco IOS IPsec implementation?

A.    session token

B.    one-time password

C.    time stamps

D.    sequence number

E.    nonce

Answer: D

QUESTION 18

Refer to the exhibit. What will be the default action?
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A.    HTTP traffic to the Facebook, Youtube, and Twitter websites will be dropped.

B.    HTTP traffic to the Facebook and Youtube websites will be dropped.

C.    HTTP traffic to the Youtube and Twitter websites will be dropped.

D.    HTTP traffic to the Facebook and Twitter websites will be dropped.

Answer: D

QUESTION 19

Which Cisco ASA feature can be used to update non-compliant antivirus/antispyware definition files on an AnyConnect client?

A.    dynamic access policies

B.    dynamic access policies with Host Scan and advanced endpoint assessment

C.    Cisco Secure Desktop

D.    advanced endpoint assessment

Answer: B

QUESTION 20

Refer to the exhibit. When configuring a Cisco IPS custom signature, what type of signature engine must you use to block podcast

clients from accessing the network?

A.    service HTTP

B.    service TCP

C.    string TCP

D.    fixed TCP

E.    service GENERIC

Answer: A
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