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QUESTION 131
The ASA can be configured to drop |Pv6 headers with routing-type 0 using the M PF. Choose the correct configuration.

A. policy-map typeinspect ipv6 IPv6_PMAP

match header routing-type eq 0

drop log

B. policy-map type inspect icmpv6 ICMPv6_PMAP
match header routing-type eq 0

drop log

C. policy-map typeinspect ipv6-header HEADER_PMAP
match header routing-type eq 0

drop log

D. policy-map type inspect http HEADER_PMAP

match routing-header 0

drop log

E. policy-map typeinspect ipv6 IPv6_PMAP

match header type O

drop log

F. policy-map type inspect ipv6-header HEADER_PMAP
match header type O

drop log

Answer: A

QUESTION 132
Refer to the exhibit. With the client protected by the firewall, an HTTP connection from the client to the server on TCP port 80 will
be subject to which action?
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Client

|

|

(inside)
ZBFW
(outside)

Server

zone security inside
zone security outside

interface inside
zone-member security inside

interface outside
Zone-member secutity outside

class-map type inspect match-all HTTP CMAP
match protocol HTTP

class-map type inspect match-all TCP_CMAP
match protocol TCP

policy-map type inspect IN-OUT_PMAP
class type inspect TCP_CMAP
nspect
class type inspect HTTP_CMAP
pass
class class-default
drop

zone-pair IN-OUT_ZPs ef;éjje destination outside
service-policy type mq;gi{m L6 1(5_'_}51%; é@: '%IJIAI

A. inspection action by the HTTP_CMAP

B. inspection action by the TCP_CMAP

C. drop action by the default class

D. inspection action by both the HTTP_CMAP and TCP_CMAP
E. passaction by the HTTP_CMAP

F. drop action due to class-map misclassification

Answer: B

QUESTION 133
Which two IPv6 tunnel types support only point-to-point communication? (Choose two.)

A. manually configured
B. automatic 6to4

C. ISATAP

D. GRE
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Answer: AD

QUESTION 134
Refer to the exhibit. Which route will be advertised by the Cisco ASA to its OSPF neighbors?

access-list routemapacl standard deny host 10.66.42.215
access-list routemapacl standard deny 10.40.29.0 255.255.255.0
access-list routemapacl standard deny 10.39.24.0 255.255.255.0
access-list routemapacl standard permit any

1

route outside 10.39.23.0 255.255.255.0 192.168.1.1 1
route outside 10.39.24.0 255.255.255.0 192.168.1.1 1
route outside 10.39.27.0 255.255.255.0 192.168.1.1 1
route outside 10.40.29.0 255.255.255.0 192.168.1.1 1
route outside 10.40.30.0 255.255.255.0°192,168.1:1 1
route outside 10.66.42.215 255:255/255,255192.168.1.1 1
1

route-map static_route map permit 10

match ip address routemapacl

1

router ospf90

network 192.168.1.0 255.255.255.0 area 0

log-adj-changes Ty P
redistribute static subnets route-map static_route_map rL(E:FI_]'K_D ﬁg (NS SSC O

A. 10.39.23.0/24
B. 10.40.29.0/24
C. 10.66.42.215/32
D. 10.40.29.0/24
Answer: A
QUESTION 135

Which three options can be configured within the definition of a network object, as introduced in Cisco ASA version 8.3(1)?
(Choose three.)

range of |P addresses

subnet of |P addresses
destination IP NAT tranglation
source IP NAT tranglation
source and destination FQDNs
port and protocol ranges

mmoow>»

Answer: ABD

QUESTION 136
Regarding V SAs, which statement is true?

A. VSAsmay beimplemented on any RADIUS server.

B. VSAsare proprietary, and therefore may only be used on the RADIUS server of that vendor.
For example, a Cisco VSA may only be used on a Cisco RADIUS server, such asACS or ISE.

C. VSAsdo not apply to RADIUS,; they are a TACACS attribute.

D. EachVSA isdefined in an RFC and is considered to be a standard.

Answer: A
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QUESTION 137
Refer to the exhibit. Which statement best describes the problem?

sstvpnl#show webvpn context

Codes: AS - Admin Status, OS - Operation Status
“Host - Virtual Host

Context Name AS 08

vpnl _ down, down

—

lcad2pla¥reconm

A. Context vpnlisnot inservice.

B. Thereisno gateway that is configured under context vpn1.

C. The config has not been properly updated for context vpnl.

D. The gateway that is configured under context vpnl is not inservice.
Answer: A

QUESTION 138

Which four items may be checked via a Cisco NAC Agent posture assessment? (Choose four.)

A. Microsoft Windows registry keys

B. the existence of specific processesin memory

C. theUUID of an AppleiPad or iPhone

D. if aserviceisstarted on a Windows host

E. theHTTP User-Agent string of adevice

F. if an AppleiPad or iPhone has been "jail-broken”

G. if anantivirusapplication isinstalled on an Apple MacBook

Answer: ABDG

QUESTION 139
Which three statements are true about the transparent firewall mode in Cisco ASA? (Choose three.)

A. Thefirewall is not arouted hop.

B. Thefirewall can connect to the same Layer 3 network on itsinside and outside interfaces.
C. Static routes are supported.

D. PAT and NAT are not supported.

E. Only one global address per device is supported for management.

F. SSL VPN issupported for management.

Answer: ABC

QUESTION 140

Which three statements about Cisco |OS RRI are correct? (Choose three.)

A. RRIisnot supported with ipsec-profiles.
B. Routes are created from ACL entries when they are applied to a static crypto map.
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C. Routes are created from source proxy |Ds by the receiver with dynamic crypto maps.
D. VRF-based routes are supported.

E. RRI must be configured with DMV PN.

Answer: BCD
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