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	QUESTION 71

Which two methods are used for forwarding traffic to the Cisco ScanSafe Web Security service? (Choose two.)

A.    Cisco AnyConnect VPN Client with Web Security and ScanSafe subscription

B.    Cisco ISR G2 Router with SECK9 and ScanSafe subscription

C.    Cisco ASA adaptive security appliance using DNAT policies to forward traffic to ScanSafe subscription servers

D.    Cisco Web Security Appliance with ScanSafe subscription

Answer: BC

QUESTION 72

Which four statements about SeND for IPv6 are correct? (Choose four.)

A.    It protects against rogue RAs.

B.    NDP exchanges are protected by IPsec SAs and provide for anti-replay.

C.    It defines secure extensions for NDP.

D.    It authorizes routers to advertise certain prefixes.

E.    It provides a method for secure default router election on hosts.

F.    Neighbor identity protection is provided by Cryptographically Generated Addresses that are derived

from a Diffie-Hellman key exchange.

G.    It is facilitated by the Certification Path Request and Certification Path Response ND messages.

Answer: ACDE

QUESTION 73

What is the recommended network MACSec policy mode for high security deployments?

A.    should-secure

B.    must-not-secure

C.    must-secure

D.    monitor-only

E.    high-impact

Answer: A

QUESTION 74

Which three statements about NetFlow version 9 are correct? (Choose three.)

A.    It is backward-compatible with versions 8 and 5.

B.    Version 9 is dependent on the underlying transport; only UDP is supported.

C.    A version 9 export packet consists of a packet header and flow sets.

D.    Generating and maintaining valid template flow sets requires additional processing.

E.    NetFlow version 9 does not access the NetFlow cache entry directly.

Answer: CDE
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QUESTION 75

Which three statements about VXLANs are true? (Choose three.)

A.    It requires that IP protocol 8472 be opened to allow traffic through a firewall.

B.    Layer 2 frames are encapsulated in IP, using a VXLAN ID to identify the source VM.

C.    A VXLAN gateway maps VXLAN IDs to VLAN IDs.

D.    IGMP join messages are sent by new VMs to determine the VXLAN multicast IP.

E.    A VXLAN ID is a 32-bit value.

Answer: BCD

QUESTION 76

Which two identifiers are used by a Cisco Easy VPN Server to reference the correct group policy information for connecting a Cisco

Easy VPN Client? (Choose two.)

A.    IKE ID_KEY_ID

B.    OU field in a certificate that is presented by a client

C.    XAUTH username

D.    hash of the OTP that is sent during XAUTH challenge/response

E.    IKE ID_IPV4_ADDR

Answer: AB

QUESTION 77

Which multicast routing mechanism is optimal to support many-to-many multicast applications?

A.    PIM-SM

B.    MOSPF

C.    DVMRP

D.    BIDIR-PIM

E.    MSDP

Answer: D

QUESTION 78

Which three statements regarding VLANs are true? (Choose three.)

A.    To create a new VLAN on a Cisco Catalyst switch, the VLAN name, VLAN ID and VLAN type must

all be specifically configured by the administrator.

B.    A VLAN is a broadcast domain.

C.    Each VLAN must have an SVI configured on the Cisco Catalyst switch for it to be operational.

D.    The native VLAN is used for untagged traffic on an 802.1Q trunk.

E.    VLANs can be connected across wide-area networks.

Answer: BDE

QUESTION 79

Which technology, configured on the Cisco ASA, allows Active Directory authentication credentials to be applied automatically to

web forms that require authentication for clientless SSL connections?
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A.    one-time passwords

B.    certificate authentication

C.    user credentials obtained during authentication

D.    Kerberos authentication

Answer: C

QUESTION 80

In what subnet does address 192.168.23.197/27 reside?

A.    192.168.23.0

B.    192.168.23.128

C.    192.168.23.160

D.    192.168.23.192

E.    192.168.23.196

Answer: D
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