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	QUESTION 91

Which statement regarding the routing functions of the Cisco ASA is true?

A.    The translation table can override the routing table for new connections.

B.    The ASA supports policy-based routing with route maps?.

C.    In a failover pair of ASAs, the standby firewall establishes a peer relationship with OSPF neighbors.

D.    Routes to the Null0 interface can be configured to black-hole traffic.

Answer: A

QUESTION 92

Which three statements are true about the Cisco ASA object configuration below? (Choose three.)

object network vpnclients

range 10.1.100.4 10.1.100.10

object network vpnclients

nat (outside,outside) dynamic interface

A.    The NAT configuration in the object specifies a PAT rule?

B.    This configuration requires the command same-security-traffic inter-interface for traffic that matches

this NAT rule to pass through the Cisco ASA appliance.

C.    The NAT rule of this object will be placed in Section 1 (Auto-NAT) of the Cisco ASA NAT table?

D.    This configuration is most likely used to provide Internet access to connected VPN clients.

E.    Addresses in the range will be assigned during config-mode.

Answer: ACD

QUESTION 93

Which three attributes may be configured as part of the Common Tasks panel of an authorization profile in the Cisco ISE solution?

(Choose three.)

A.    VLAN

B.    voice VLAN

C.    dACL name

D.    voice domain permission

E.    SGT

Answer: ACD

QUESTION 94

Which two statements describe the Cisco TrustSec system correctly? (Choose two.)

A.    The Cisco TrustSec system is a partner program, where Cisco certifies third-party security products

as extensions to the secure infrastructure.

B.    The Cisco TrustSec system is an approach to certifying multimedia and collaboration applications

as secure.

C.    The Cisco TrustSec system is an Advanced Network Access Control System that leverages enforcement
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intelligence in the network infrastructure.

D.    The Cisco TrustSec system tests and certifies all products and product versions that make up the

system as working together in a validated manner.

Answer: CD

QUESTION 95

Which option is the correct definition for MAB?

A.    MAB is the process of checking the mac-address-table on the local switch for the sticky address.

If the mac-address of the device attempting to access the network matches the configured sticky

address, it will be permitted to bypass 802.1X authentication.

B.    MAB is a process where the switch will send an authentication request on behalf of the endpoint

that is attempting to access the network, using the mac-address of the device as the credentials.

The authentication server evaluates that MAC address against a list of devices permitted to access

the network without a stronger authentication.

C.    MAB is a process where the switch will check a local list of MAC addresses to identify systems that

are permitted network access without using 802.1X.

D.    MAB is a process where the supplicant on the endpoint is configured to send the MAC address of

the endpoint as its credentials.

Answer: B

QUESTION 96

Which three statements are true about the Cisco NAC Appliance solution? (Choose three.)

A.    In a Layer 3 OOB ACL deployment of the Cisco NAC Appliance, the discovery host must be configured

as the untrusted IP address of the Cisco NAC Appliance Server.

B.    In a Cisco NAC Appliance deployment, the discovery host must be configured on a Cisco router using

the "NAC discovery-host" global configuration command.

C.    In a VRF-style OOB deployment of the Cisco NAC Appliance, the discovery host may be the IP address

that is on the trusted side of the Cisco NAC Appliance Server.

D.    In a Layer 3 IB deployment of the Cisco NAC Appliance, the discovery host may be configured as the

IP address of the Cisco NAC Appliance Manager.

Answer: ACD

QUESTION 97

An internal DNS server requires a NAT on a Cisco IOS router that is dual-homed to separate ISPs using distinct CIDR blocks.

Which NAT capability is required to allow hosts in each CIDR block to contact the DNS server via one translated address?

A.    NAT overload

B.    NAT extendable

C.    NAT TCP load balancing

D.    NAT service-type DNS

E.    NAT port-to-application mapping

Answer: B

QUESTION 98
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Which QoS marking is only locally significant on a Cisco router?

A.    MPLS EXP

B.    DSCP

C.    QoS group

D.    IP precedence

E.    traffic class

F.    flow label

Answer: C

QUESTION 99

Which three control plane subinterfaces are available when implementing Cisco IOS Control Plane Protection? (Choose three.)

A.    CPU

B.    host

C.    fast-cache

D.    transit

E.    CEF-exception

F.    management

Answer: BDE

QUESTION 100

Management Frame Protection is available in two deployment modes, Infrastructure and Client. Which three statements describe the

differences between these modes? (Choose three.)

A.    Infrastructure mode appends a MIC to management frames.

B.    Client mode encrypts management frames.

C.    Infrastructure mode can detect and prevent common DoS attacks.

D.    Client mode can detect and prevent common DoS attacks.

E.    Infrastructure mode requires Cisco Compatible Extensions version 5 support on clients.

Answer: ABD
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